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Intralinks VIA®
Securely sync, share, collaborate, and manage

your most critical business content

Intralinks VIA® is an enterprise-class business solution that allows secure file sync, 
share, collaboration, and management of business content.

Overview

Lifetime content control

Intralinks VIA® is an enterprise-class business 
solution that allows secure file sync, share, 
collaboration, and management of business 
content. Supported by a highly secure private 
cloud, our solution enables users to access 
critical content anywhere, anytime, on any 
device—and with anyone.

This creates the opportunity for collaboration 
across the extended enterprise and business 
partners without compromising security or 
control—all while providing  
complete transparency.

Intralinks VIA® is delivered in two applications 
to meet the core collaboration needs of  
our customers: 

• Intralinks VIA® Pro is an easy-to-use 
application designed to enable mobile 
content access, file-sync-and-share 
capabilities, and ad hoc team collaboration

• Intralinks VIA® Elite enables organizations to 
securely share structured content outside of 
the firewall

Quick facts

• 40 industries served across the globe
• 99 percent of the Fortune 1000 use Intralinks
• 3.1 million current users
• SaaS powered by HP

Intralinks VIA® solution

Trusted by the world’s largest financial firms, life 
sciences companies, and other heavily regulated 
industries, Intralinks is a global leader in 
enterprise collaboration and document security 
with multi-tenant SaaS-based platforms.

Content management

Intralinks provides more than a secure location 
for document storage when collaborating with 
parties outside of the immediate organization. 
The Intralinks platform is designed for full content 
management during the sharing lifecycle, enabling 
full control over content creation, indexing, and 
publication. Version control, file, and folder level 
permissions for users and groups, audit trails, and 
secure viewing features are all provided by  
the platform.

Define metadata at both the document and 
folder level to tag content for increased  
search capabilities. 

Document lifecycle management also enables 
full control and customization over notification 
and alerts, ensuring appropriate stakeholders 
are identified and notified of document arrivals, 
changes, and tasks.

Workspaces

An Intralinks VIA® Workspace is a collaborative 
environment that can be securely shared. 
Workspaces can contain files and folders and 
the Workspace owner can invite others to share 
all of the content in the Workspace.

Workspaces create an environment for content 
to be shared with teams both inside and outside 
of your organization. Files of up to 10GB are 
supported, helping to reduce the reliance on 
email and FTP. 

Document workflow
Manage business processes through 
customizable workflows permitting complete 
control over document distribution, requests, 
submissions, approvals, and review.

Rules-based processes offer enhanced flexibility 
when configuring workflows.

Create process rules based on a variety of 
configurable criteria, including custom fields 
assigned to documents and groups. You can 
also define workflow execution, file types, 
permissions, and additional actions, and 
trigger alerts and notifications to ensure even 
smoother collaboration.

Application security

• Strict, single-user ID and password protocol, 
two-factor authentication, and adaptive Multi-
Factor Authentication (MFA)

• Full encryption and protection of your data 
when in transit, and when at rest—for the 
entirety of its existence

• Supports existing workflows, processes, and 
permissions with customizable allowances for 
access and control spanning all users

• Prevents the saving and sharing of files outside 
of the platform through built-in Information 
Rights Management document locking and 
protection, and dynamic watermarking
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• Private cloud model ensures you know where 
your protected data is at all times

Infrastructure security

• 256-bit AES encryption strong enough to 
handle even the most adversarial attacks

• Strategically separated, graphically remote 
data centers prevent data destruction under 
all Catastrophic scenarios—and speeds data 
recovery in the instance of a disaster through 
real-time replication, multiple connections, and 
alternative power supplies

Process security

• Change control designed to prevent the 
introduction of additional vulnerabilities during 
product releases

• Business continuity planning maintains proactive 
disaster recovery with repeated failover 
capabilities and data center recovery testing

Certifications
More than 170 Intralinks clients have performed 
audits and/or due diligence on our security 
operations and processes to verify that 
our operational controls, procedures, and 
technology meet their security standards.

Our current certifications:

• SOC 2 Type II (formerly SAS 70 Type II) since 1999

• SSAE 16/SOC1 certified [US and UK data centers]

• ISO 27000-1 certified [US data centers]

• ISO 9001 certified [UK data centers]

• ISAE 3402 certified [UK data centers]

• Safe Harbor

• 21 CFR Part 11 validated for electronic records

• DoD 5220.22M compliant

Core collaborative services

Compliance reporting

Intralinks provides comprehensive electronic 
communications reports, including tracking on 
all access and changes to controlled documents, 
security and compliance event reporting, and 
may be integrated with enterprise GRC systems. 

Information rights management

The way we work, share, and collaborate has 
changed. We now work within the cloud, where 
traditional firewalls and VPNs no longer offer 
the best possible defense against vulnerabilities 
and external threats. The enterprise needs 
to maintain absolute control over its content, 
regardless of where it resides or travels.

Today’s enterprise needs Information Rights 
Management. Intralinks IRM by design™ protects 
your most critical content no matter how or 
where it is shared, or with whom. 

Intralinks IRM provides:

• Plug-in free security – A seamless experience 
for content creators and collaborators

• Lifetime protection – Control extends 
throughout the lifecycle of the document, 
whether at rest, in transit, or in-use—
regardless of location or device 

• Precise document controls – Manage the 
protection of PDFs and Microsoft Office files 
with explicit, individual permissions, such as 
view, edit, save, and print

• Dynamic Policy Management – Rights and 
permissions may be updated and revoked 
even after a file has been downloaded. 

Customer Managed Keys (CMK) 

CMK is a unique, combined hardware/software 
solution that provides customers control over 
the ability to manage the encryption keys used 
to protect their data in the cloud. This solution 
is available as an optional additional layer of 
content security to all Intralinks VIA® customers. 

Intralinks’ CMK solution allows enterprises to 
maintain control of their hosted content without 
disrupting information sharing with customers 
and partners—a ‘best of both worlds’ for 
security and regulation sensitive customers.

Working together—for you

Intralinks runs on HP’s Converged Infrastructure 
offering additional unique advantages:

• Robust and globally deployed solutions built 
with the always on, always available needs of 
your professionals in mind

• Scalability and elasticity to meet  
unpredictable demands

Through the Intralinks and HP partnership, we 
share product roadmaps, jointly plan solutions, 
and collaborate on a technical level.

The results of our efforts are offerings that are 
more streamlined and integrated—and that 
translate to lower risk and greater cost- savings 
for you.

Your solution benefits

• Economical: Hardware costs are significantly 
reduced, while the pay-as-you-go 
(subscription) model allows for flexibility in 
usage patterns

• Secure: The most robust, multi-faceted 
approach to security creates an all-
encompassing barrier against potential risks 
and threats.  

About us

A pioneer in software-as-a-service (SaaS), 
Intralinks created the first solutions for 
syndicated lending over 18 years ago, which 
then led to the world’s first Virtual Data 
Room (VDR), used to support the complex 
and highly regulated process of managing 
strategic financial transactions. Now, more 
than 3.1 million professionals use our solutions 
to support mergers and acquisitions, drug 
discovery, and enterprise collaboration with 
Intralinks VIA®, which helps organizations 
take lifetime control of their most important 
information and frees employees to reach new 
levels of productivity.

Reach your nearby Intralinks office:
Intralinks.com/mylocation

More information:
hp.com/go/partnerone

© Copyright 2015 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without 
notice. The only warranties for HP products and services are set forth in the express warranty statements accompanying such 
products and services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for 
technical or editorial errors or omissions contained herein.


