
Protect Your Data with 
Industry-Leading Security 
Fully validated and now with ISO 27701 certification.



Our mission is to protect your deal and its data through an ecosystem that’s focused  

on security for you, your customers and your partners.

Our dedicated security teams -- IT security professionals, lawyers and auditors -- 

empower you to leverage our technology with complete control, privacy and confidence.

Benefit from world-class security and compliance best practices across all 

Intralinks people, processes, policies and supporting infrastructure.

At Intralinks, your security 
is our business
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First in Industry

Security is at the heart of what we do
World-class security from an award-winning company

Security Experts

InfrastructureProcess

• 24/7 continual security assessment and monitoring on production 

instances

• Formal Secure Development Lifecycle with automated security 

analysis for all our products and services

• Weekly vulnerability scans of production infrastructure

• Security Issue Management process to manage all reported 

issues from customer and internal audits, penetration tests and 

vulnerability notifications

• Advanced security-management tools to stage and upload files

• Archive copy of customer data delivered on-demand, encrypted 

online or on media

• Store and process data within a specific geography in order to 

comply with data privacy laws

• Multi-layer infrastructure defenses including Web Application 

Firewall against data-tampering attacks

• Building Security-In Maturity Model (BSIMM) framework with 

integrated software security checkpoints and activities

• Dedicated security-testing environment for customers

• End-to-end encryption

• GDPR compliant

• The first VDR provider with ISO-27701 certification

• Industry-specific certifications

• Trained and certified security champions in each development team

• Our security, privacy and compliance professionals work with 

customers to successfully pass internal and regulatory reviews
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Never worry about security or privacy with Intralinks data rooms over 48,000 new users 
registered monthly on the 
Intralinks platform  

client-led audits and 
application penetration tests

assist services for deal 
teams, global operations 
and security teams

Since 2015

450+

24/7/365 Worldwide

security inquiries monitored 
every year

1,000+

Role-based Security

• Choose document-level or folder-level permissioning to suit  

the deal

• Permission/protection grid to easily assign and control VDR-wide 

folder and document security levels

• Advanced document security ensures locking of document to  

protect against copy-paste, printing and downloading

• Dynamic watermarking applied at the VDR level to holistically 

embed customers’ email IDs and download time stamps to 

documents

• Control access to folder structure and manage document changes

• Group-based permissioning for ease of use and speedy VDR launch

• Buyers cannot see other buyers within the VDR

• Buyers can only see documents that they’ve been permissioned to view

• Full user-activity log for both buy-side and sell-side teams

• Unique username and password along with strong authentication

• Validation checks to prevent buyers from being added to the wrong buyer group

• Three-step VDR phases to prevent buyers from gaining access to the VDR  

while the seller is still in preparation mode

• Dynamic capability that allows buyers to perform offline manipulations on 

protected Excel® files

• Optional two-step permission-approval process

Document-based Security

Built in—not bolted on
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Secure, control and track information through roles, granular 

permissions and auditable workspaces.

Application Security

Our Governance, Risk and Compliance team works with customers 

to provide ISO and SOC2 certification reports and other artifacts 

necessary to maintain Intralinks’ approved vendor status during the 

lifetime of the relationship.

Operational Security

Security at all levels
Keeping data secure requires a multi-channel approach

Secure data against external threats and meet security and 

architecture requirements across the enterprise.

Lock down, control and protect files wherever they reside to secure 

the flow of information.

File Security Platform Security
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CONTACT SALES 

Fully validated and now with ISO 27701 certification.

https://www.intralinks.com/products/platform/security-governance

